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ABSTRACT

The COVID-19 pandemic has led to the widespread adoption of contactless transactions, resulting in a noticeable increase in
the trend towards fully unmanned stores. In such stores, all operational processes are automated, primarily using artificial intelligence
(AI) technology. However, this Al technology has several security vulnerabilities, which can be critical in the environment of fully
unmanned stores. This paper analyzes the security vulnerabilities that Al-based fully unmanned stores may face, focusing particularly
on the object detection model YOLO, demonstrating that Hiding Attacks and Altering Attacks using adversarial patches are possible.
It is confirmed that objects with adversarial patches attached may not be recognized by the detection model or may be incorrectly
recognized as other objects. Furthermore, the paper analyzes how Data Augmentation techniques can mitigate security threats by
providing a defensive effect against adversarial patch attacks. Based on these results, we emphasize the need for proactive research
into defensive measures to address the inherent security threats in Al technology used in fully unmanned stores.
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Table 1. Vulnerabilities about Al Models in Fully Unmanned Store

Model Role Vulnerabilities Attack Research Cases
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Face on entry and L
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. ® Adversarial
® Tracking
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Ryu et al(25)
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° .
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Detection for Example
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Pose . ® Adversarial
. . Action
Estimation . Patch
Detection
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4.2.1.2 Altering Attack

W AL e FUAR A PREES fms)
= Altering Attack®] loss,,= objectiveness

score= A1 A Y& Z29] confidence score
2y 5 HAIRPEA el ZF929]  confidence
score x5 3Bl EZ o}&3} zdo] AAZI):
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A71A, 4,8 A, A A8 el S
confidence scored ©EF 7}1E=xE 2v]F

£

o) AolA A A s T A Aol
7 2718 64x642 A4

Table 2. Adversarial Patch for Hiding Attack
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Table 3. Adversarial Patch for Altering Attack
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Table 4. Performance of YOLOvbI6 Models

mAP | mAP
50 50-95

Origin 0.971 0.986 0.99 | 0.919
Aug 0.982 0.982 | 0.994 | 0.955

Method | Precision | Recall

V. SO dx 2H M5 B

5.1 CIX[E HCHH x| S
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YAE A Ao 3] FAE FEs o,
Hiding Attack® ZA3}= Table 5, Altering
Attack®] ZA3= Table 6. # #t}. Hiding
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Table 5. Digital Hiding Attack Results

Gray Random
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After Patched

Table 6. Digital Altering Attack Results
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Table 7. Performance of Digital Adversarial Patch Attack on Object Detection Model
Attack Initial Patch | Target Model mAP mAR ASR(%)
Origin 0.202 0.218 79.8
Gray
Hiding Aug 0.259 0.276 74.1
Attack Origin 0.198 0.218 79.8
Random
Aug 0.269 0.287 73.1
Origin 0.204 0.247 37.4
Gray
Altering Aug 0.348 0.386 24.7
Attack Origin 0.210 0.255 35.6
Random
Aug 0.344 0.378 25.9

Table 8. Performance of Digtial Altering Attack for each Class
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